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Internet and Privacy: There Is a Judge in Europe Who Curbs the United States
Stefano Rodotà
As politics seems to be aggressively focused on the economy only, the judges are the ones who try to keep the Europe of rights alive. This has been confirmed a few weeks ago by a ruling of the Luxembourg Court of Justice which declared illegitimate a European Commission's decision of 2000 on the transfer of personal data from the European Union to the USA, because it violates the fundamental right to privacy protection. The ruling originates from a lawsuit regarding Facebook, and was certainly influenced by Edward Snowden's revelations about the American electronic espionage, but it highlights an original flaw in the agreement between the European Commission and the US Administration, on which we must reflect.
A well-known flaw, which had been denounced since the very moment the agreement was being negotiated. As at the time I was part of the European team on the protection of personal data, I can bear witness to the fact that all the arguments used today by the Court of Justice had been raised to a great extent fifteen years ago. It was said that the proposed rules were depriving the European citizens of any means of control over the way their personal data would be used once transferred to the United States; the risk was mentioned that the security agencies could take possession of those data, as actually happened later on. The discussion was heated, and we succeeded in limiting some damage, but the Commission's attitude was, in a patent and pig-headed way, one of absolute subordination to the American requests. That obstinacy has been knocked down now. It is worth stressing that point, because the European Union is redefining its system of personal data protection, while the US pressures are still strong and the European resistances seem inadequate.
But the Court of Justice has very clearly indicated the conditions to be met for the decisions on this matter to be considered legitimate. Personal data protection is recognized as a fundamental right of every individual by the Charter of Fundamental Rights of the European Union. The word privacy, which continues to be pronounced in the discussions, has nowadays taken on a meaning that cannot be reduced to a mere refraining to be observed with regard to one's private sphere. It indicates instead a dimension of the freedom of present-time people, who must look after it with great care and adequate rules, also in the interest of future generations. In the time of "big data", of the pervasive control over individuals through the collecting of pieces of information continuously generated when moving around in an environment wired up with new technologies, in the era of the "Internet of Things", a new world is being built, with unprecedented forms of centralization of powers and diminution of rights, which have to be adequately countered.
In the rulings of the EU Court of Justice, precious and bounding criteria can be found. I say rulings in the plural, because the one just released places itself in a line that connects it to two rulings of the last year, also important, concerning the storage time of personal data and the right to oblivion. A trend by now clear. In cases of conflict between the fundamental right to the protection of personal data and the safety and market requirements, it is the former that must be preeminent. In a ruling of last year in a case involving Google, it was clearly stated that "the fundamental right to the protection of personal data is prevailing juridically over the economic interests of the operators of the sector". In the recent decision it is stated that "a code that allows public authorities to have generalized access to the content of electronic communications must be considered as a violation of the essential spirit of the fundamental right to private life guaranteed by the European Court".
They are statements of great importance, of wide-ranging application, particularly meaningful today in a moment when many EU member States are approving norms that allow forms of mass surveillance of individuals, evidently in contrast with the last above-mentioned principle. But there is another, very significant consequence of those rulings. Since they regard subjects and situations that are situated on a global scale, their effects are bound to be felt well beyond the Union's boundaries. Those decisions are thus shaping up the core of a global right, favoured by the unification produced by a technology developing according to modalities that take the world as their reference.
Only apparently, therefore, does the trend expressed by the rulings of the EU Court of Justice belong to the kind of "Balkanization" of the Internet that some people are talking about. It is true that we are in the presence of dynamics that are triggering conflicts connected to contrasting economic interests, and to the appetites of national States, both authoritarian and not, to control the Internet. But the Internet's peculiar nature remains that of the greatest public space ever known, that at every moment feels the necessity to base itself on the consideration of the role of people and of the configuration of powers. This common reference is also the one looked for by European judges in their continuous, repeated recurring to fundamental rights. A point of, simultaneously, attraction and unification. This is shown by the different law systems that take inspiration from the European model and its construction around the fundamental rights, as testified, among others, by the Brazilian norms. And is confirmed by the increasing number of projects of Internet Bill of Rights, with a meaningful example in the Declaration of Internet Rights drafted by the Italian Chamber of Deputies, which is also at the origin of a common document by the Italian President of the Chamber and the President of the French National Assembly.
We are in the presence of initiatives aiming to a "constitutionalization" of the Internet, which obviously bring with them a comparison between different approaches, which has gone on for years between Europe and the United States, with the already mentioned distortions. It is high time to acknowledge the impulse given to this process by the juridically inescapable reference to the Charter of Fundamental Rights, which the European policies have neglected in the past years, looking instead at the economic logic as an almost immutable natural law, thus changing the institutional balances of the Union. The judges have repeatedly indicated that another route is possible, or rather, necessary. Now it is, or should be, the moment of politics, which shall convincingly and vigorously contribute to further the principles of liberty, by now fully emerged. Remembering in the first place that the comprehensive arrangement of rights and powers in the Internet defines from this present day the field where the future of democracy is to be played.
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